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In recent years, blockchain has emerged as a promising new technology to manage trusted in-
formation, making it easier for companies to access and use critical data while maintaining the
security of this information.
Permissioned blockchains, unlike permissionless ones, restrict access to a select group of certified
entities. They ensure a controlled and secure environment where only authorized participants
can join the network and perform operations, a peculiar aspect in sectors where data sensitivity,
confidentiality, and limited access are crucial.
Tracking operations performed on the data and guaranteeing reproducibility of research through
workflow reconstruction upon data processing become very important in different sectors ranging
from scientific communities to private companies and health.
This is the case of the present activity, where the implementation of a permissioned blockchain
system aimed at ensuring data immutability, operations traceability, and the ability to reproduce
workflows is presented and discussed. In such regards, we work with Hyperledger Fabric, an
enterprise-grade permissioned distributed ledger platform that offers modularity and versatility
for a broad set of industry use cases.
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1. Introduction

In scientific research, the integrity and reproducibility of data are paramount for ensuring
the reliability and credibility of research findings. However, the increasingly complex nature of
scientific data, data management and transparency challenges pose significant efforts to achieving
these goals.

One of the primary challenges in scientific data management is ensuring data integrity and
workflow reproducibility throughout its lifecycle. Researchers frequently face challenges in au-
thenticating data, tracing its origins, and replicating experimental workflows, raising concerns
regarding data reliability and the outcomes of research endeavours. In response to these challenges,
our proposed solution aims to address the following objectives:

• Ensure the integrity of scientific data by implementing robust mechanisms for data validation
and tamper-proof record-keeping.

• Enhance the traceability of data operations, enabling researchers to track the history of data
modifications and ensure transparency and accountability.

• Facilitate the reproducibility of experimental workflows by recording metadata attributes such
as processing algorithms and versioning information.

• Provide researchers and organizations with a secure and transparent platform for managing
scientific data, fostering collaboration and innovation in scientific research endeavours.

The National Institute of Nuclear Physics (INFN [1]), in collaboration with the National
Research Centre for High-Performance Computing, Big Data and Quantum Computing (ICSC [2]),
started an investigation to implement a system aimed at ensuring data immutability, operations
traceability and workflow reproducibility by leveraging blockchain technology and innovative data
management techniques.

The work presented in this paper has been funded by the NextGenerationEU European initiative
through the Italian Ministry of University and Research, PNRR Mission 4, Component 2 - Investment
1.4, Project ICSC, code CN00000013 - CUP I53C21000340006.

This paper has the following structure: Section 2 introduces blockchain technology. Section
3 describes the technologies and solutions adopted. Section 4 outlines the architecture of the
developed service. Section 5 discusses data management, and Section 6 delves into the code and
its underlying mechanics. Finally, Section 7 offers conclusions and considers future developments.

2. Blockchain technology

Blockchain technology emerged with the creation of Bitcoin [3] in 2008 by an anonymous
person or group known as Satoshi Nakamoto. Bitcoin introduced the concept of a decentralized
digital currency, enabled by a revolutionary technology called blockchain.
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Figure 1: Blockchain schema

2.1 Characteristics of Blockchain

This technology has since evolved beyond its initial application in cryptocurrencies. It is a
distributed ledger technology which enables secure, transparent, and decentralized record-keeping
of transactions across a network of computers (nodes). Blockchain operates on a decentralized
network of computers, where data is distributed and synchronized across multiple nodes. This
decentralization enhances the resilience and security of the system, as there is no single point of
control or failure. Decentralization also promotes trust and collaboration among researchers, as it
eliminates the need for intermediaries and reduces the risk of data manipulation or censorship.

Data recorded on the blockchain are immutable and tamper-proof. Each block in the blockchain
is cryptographically linked to the previous block, creating a chain of blocks (Figure 1).

Only the consensus of the majority of the network participants can modify this chain of blocks.
By leveraging blockchain technology, we can manage data integrity and immutability.

Blockchain networks rely on consensus mechanisms to reach agreement among nodes on the
validity of transactions and the estate of the ledger. Common consensus mechanisms include Proof
of Work (PoW) [3], Proof of Stake (PoS) [4], and Practical Byzantine Fault Tolerance [5] (PBFT).
These mechanisms ensure that all nodes in the network reach consensus on the order and validity
of transactions, thereby maintaining the integrity of the blockchain.

Blockchain technology provides a transparent and auditable record of all transactions and
changes made to the data. Each transaction is timestamped and linked to previous transactions,
creating a transparent and immutable audit trail. It enables researchers and stakeholders to track the
provenance of data, verify its authenticity, and ensure compliance with regulatory requirements.

2.2 Permissionless vs. Permissioned Blockchains

Blockchain can be divided into permissionless or public and permissioned or private. Per-
missionless blockchains operate on an open participation model, allowing anyone to join the
network without requiring permission or approval. Participation is decentralized, with consensus
mechanisms such as PoW or PoS used to achieve agreement among participants. Permissionless
blockchains prioritize transparency and immutability, with all transaction data being publicly ac-
cessible and recorded on the blockchain in a tamper-proof manner. Examples of permissionless
blockchains include Bitcoin and Ethereum [6].
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On the other hand, permissioned blockchains are characterized by restricted access, typically
requiring permission or approval from a central authority or consortium to participate in the network.
Permissioned blockchains prioritize privacy and confidentiality, offering features such as private
channels and selective data sharing to ensure sensitive information remains protected. Examples of
permissioned blockchains include Hyperledger Fabric [7].

3. Technologies adopted

In the present activity, a Proof of Concept (PoC) utilizing Hyperledger Fabric to establish
a private blockchain network has been developed and deployed. The choice of a permissioned
blockchain for our work on scientific data management reflects the need for enhanced privacy, access
control, regulatory compliance, and scalability, which are fundamental to managing scientific data
effectively and securely.

In the present section, a high-level description of the technologies adopted is depicted.

3.1 Hyperledger Fabric

Hyperledger Fabric has been selected as a blockchain framework implementation for its
enterprise-grade capabilities, permissioned network model, and privacy features, which align well
with the requirements of your PoC solution for scientific data management.

Hyperledger Fabric provides a permissioned blockchain framework, allowing you to define
membership criteria and access controls. This feature ensures that only authorized participants can
join the network, enhancing security and privacy.

Fabric’s modular architecture separates components such as consensus, membership services,
and smart contract execution. This modularity enables flexibility and customization, allowing you
to tailor the blockchain network to specific use cases and requirements.

Fabric provides a REST API, allowing easy integration with external systems and applications.
This API enables seamless communication between the blockchain network and client applications,
facilitating interoperability and integration with existing systems.

Fabric supports smart contract development in multiple programming languages, including Go
[8], JavaScript [9], and Java [10].

3.2 Flask

Flask [11] is a Python web framework which provides tools and libraries to help developers
build web applications and APIs in Python. Flask functions as the client-side interface for inter-
acting with the blockchain network. It is highly flexible and extensible, allowing you to integrate
additional libraries and extensions as needed. These features make it ideal for rapid prototyping
and development of Proof of Concept projects.

Flask has been used to develop a client responsible for managing data and metadata storage.
Flask serves as the interface between the users and the blockchain network, providing data submis-
sion functionalities, retrieval, and management. Additionally, the Flask client saves data locally
and sends metadata to the blockchain network through APIs. This design enables flexibility in
data storage, allowing users to choose the most suitable storage system for their needs. The Flask
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client can be easily modified to integrate with different storage systems, ensuring compatibility and
adaptability to evolving requirements.

3.3 Indigo-IAM

Authentication and authorization within our solution are provided by Indigo-IAM [12], an
Identity and Access Management system, which follows OpenID Connect (OIDC) [13]/OAuth 2.0
[14] protocols developed within INFN.

Indigo-IAM system ensures that only authenticated and authorized users can access the
blockchain network and interact with the stored data and metadata. The Flask client authenti-
cates users through the OIDC protocol provided by the private IAM, ensuring secure access to
the system. The Flask client also utilizes OAuth 2.0 for authorization, allowing users to perform
authorized actions based on their roles and permissions.

3.4 MongoDB

In our PoC, MongoDB [15] has been used as an off-chain storage system to accommodate the
storage needs of the service. MongoDB is a NoSQL database known for its flexibility, scalability,
and high performance, making it suitable for handling structured and unstructured data. It utilizes a
document-oriented approach to store data in JSON-like formats, which offers flexibility over tradi-
tional relational database schemas. This model simplifies data integration for various applications
and enhances developer productivity by aligning with modern, document-based structures used in
web and mobile applications. In our PoC, MongoDB plays a critical role in handling off-chain
data storage. It manages the storage of voluminous scientific datasets impractical to store on the
blockchain, ensuring data accessibility and integrity without compromising performance.

Modifying the client’s backend, it can interact with any storage system, including SQL
databases, data lakes or cloud storage platforms, leaving the interaction with the blockchain un-
changed. By decoupling metadata management from underlying storage systems, our service
ensures compatibility and interoperability between different storage solutions while maintaining
the integrity and security of data on the blockchain.

4. Architecture of the service

The architecture of the service is designed to manage scientific data using blockchain tech-
nology. It consists of three main components: the blockchain network, the Flask client, and the
off-chain storage system. The blockchain network, powered by Hyperledger Fabric, provides a de-
centralized ledger for recording transactions and managing metadata. The Flask client functions as
the user interface, enabling users to interact with the blockchain network, authenticate, and perform
data management tasks. The off-chain storage system, provided by MongoDB, complements the
system by offering flexible storage solutions.

4.1 Blockchain Network

Within the blockchain network (see Figure 2),are instantiated two peers and an orderer node to
enhance fault tolerance and ensure redundancy in case of node failures. This configuration provides
network stability and reliability, even during unexpected disruptions.
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Figure 2: Blockchain network architecture implemented in the PoC.

The Certification Authority provided by Hyperledger Fabric has been used to generate crypto-
graphic materials, including certificates and private keys, for each organization and node within the
network.

The network follows a Raft [16] consensus algorithm, one of the consensus mechanisms
supported by Hyperledger Fabric. Raft consensus ensures a quorum among the nodes to agree on
transactions, maintaining the integrity and consistency of the blockchain ledger.

Furthermore, we defined a channel for communication and consensus between the nodes. The
channel contains a ledger that serves as the backbone of the blockchain network. This ledger is
composed of the blockchain itself and a world-state database. The latter represents the current
state of the data and assets stored on the network, allowing for efficient querying and access to the
latest data without requiring traversal of the entire blockchain. Smart contracts, written in Go, are
deployed to define the structure and logic for managing metadata objects and operation information.
The smart contract defines two structs: Metadata (1) and OperationInformation (2), along with
functions to operate with them.

To interact with the blockchain network, Hyperledger Fabric made available a REST API
interface that allows external clients to communicate with the network and execute functions
defined in the smart contract.

4.2 Flask Client

The Flask client serves as the user interface for interacting with the blockchain network and
managing data and metadata. It provides a simple web application that allows users to log in
using Indigo-IAM. Upon successful authentication, users receive a JSON Web Token (JWT) [17]
containing information about their identity and authorization groups that authorize them to perform
specific operations within the system.

The Flask client provides a user-friendly interface with multiple pages to save and retrieve
information from the blockchain. These pages are accessible to logged-in users and provide
insights into the data stored on the blockchain. Users can navigate among different pages to view
metadata associated with their account or specific datasets.

The client provides forms and input fields for users to input data. Upon receiving new data, the
Flask client contacts the off-chain storage system through APIs to save the data, extract and process
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Figure 3: Service Architecture

metadata, and store them in the blockchain with information about the operation performed. This
integration enables seamless interaction between the Flask client, the blockchain network, and the
off-chain storage system, facilitating efficient data management and workflow automation.

4.3 Off-chian Storage system

The integration between MongoDB and our system is facilitated through a well-defined API,
which the Flask client utilizes to interact with the database. The client acts as the intermediary,
capturing user inputs and system-generated data and securely transmitting this information to
MongoDB.

Once the data reaches MongoDB, it is stored in a structured format that supports high efficiency
and easy retrieval. This setup allows our system to quickly access and manipulate stored data,
catering to real-time processing needs and complex queries. The use of MongoDB enhances
the scalability of our data storage solution and ensures that the data is readily accessible without
overwhelming the blockchain network.

5. Data management

In this section, we explore the fundamental aspects of data management within our system,
emphasizing the organization and handling of data and metadata to enhance operational efficiency
and data integrity. By focusing on the distinction between data and metadata, the extraction and
storage of metadata, and the execution of data operations, our system manages data effectively
and aligns with the best practices for data security and regulatory compliance. The following
subsections detail specific techniques and methodologies employed to achieve these aims.

5.1 Data vs. Metadata

Data refers to the actual content or information being stored, such as measurements, observa-
tions, or experimental results.

7
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Metadata provides additional information about the data, serving as a descriptor or tag that
enhances understanding and context. While technical metadata may contain experiment-specific
details like instrument used or measurement units, we focus primarily on metadata that ensures data
validity and workflow reconstruction.

Metadata improves searchability by enabling users to efficiently locate specific datasets based
on metadata attributes, such as owner, timestamp, and type.

By including key metadata elements like hash, data usability is enhanced by providing mecha-
nisms for data validation, immutability verification, and workflow reconstruction.

In our scientific data management system, we decided to save metadata on the blockchain while
keeping the actual data off-chain. This approach is motivated by two primary reasons:

1. Efficient Utilization of Blockchain Storage Space: Blockchain storage space is a finite and
ever-increasing resource. Therefore, it is crucial to manage it judiciously to minimize the
rate of increase and ensure long-term sustainability. By saving only relevant metadata on
the blockchain, we optimize storage utilization and mitigate the risk of excessive blockchain
bloating. Storing entire datasets on the blockchain would lead to rapid consumption of storage
resources, potentially limiting the scalability and performance of the system.

2. Preservation of Data Privacy and Security: Data privacy and security are paramount
considerations in scientific data management. Storing sensitive or private data directly on
the blockchain poses significant risks, as blockchain data is inherently accessible to all
participants in the network and cannot be deleted or modified easily. This lack of data
privacy and immutability can be problematic, especially when dealing with confidential or
proprietary information. By keeping the actual data off-chain, we maintain greater control
over access permissions and ensure compliance with data protection regulations.

Saving only metadata on the blockchain, it gains efficiency, scalability, and data privacy, enabling
secure and transparent management of scientific data while leveraging the benefits of blockchain
technology.

5.2 Metadata Extraction and Storage

When operating with data, we have to deal with two different definitions: raw data and
processed data. While raw data refers to the original, unprocessed data collected from experiments,
observations, or measurements, processed data results from the analysis or manipulation of raw
data to extract meaningful insights, derive new information, or perform calculations. Documenting
information about the production of processed datasets is critical for ensuring reproducibility and
transparency in data analysis. Including details such as the algorithms used, parameter settings,
and software versions provides valuable insights about processed dataset generation. Additionally,
saving metadata such as the hash of the code or links to the code repository enables other researchers
to replicate the data processing steps and validate the results independently.

From such principles, metadata extraction and storage play a pivotal role in our system. A
metadata struct that encapsulates essential attributes capturing relevant information about datasets
has been defined and implemented as a smart contract. Hereafter, we report the metadata struct we
defined, presenting and describing its components.
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Listing 1: Metadata structure
type Metadata struct {

ID string ‘json:"ID"‘

DatasetName string ‘json:" DatasetName"‘

Owner string ‘json:"Owner"‘

FromHash string ‘json:" FromHash"‘

Version string ‘json:" Version"‘

Algorithm string ‘json:" Algorithm"‘

Timestamp string ‘json:" Timestamp"‘

}

• ID: The hash of the dataset, serving as a unique identifier.

• DatasetName: A human-readable name for the dataset.

• Owner: The entity or individual who owns the dataset.

• FromHash: The hash of the dataset that the current dataset is pointing to, facilitating
workflow reconstruction and versioning.

• Version: A numerical value automatically incremented to denote the version of the dataset.

• Algorithm: A reference to the algorithm used for dataset processing, which can be a link to
the algorithm code repository. If the algorithm is proprietary and private, this voice can be
its hash.

• Timestamp: The timestamp indicating the creation time of the dataset.

In our web application, users can navigate to the Record Raw dataset or Record Processed
dataset page to input various details.

In the Record Raw dataset page, users provide the DatasetName and upload the raw data. If
the dataset is associated with another dataset, users also input the hash of the related dataset. The
client uses these inputs to generate the information sent to the blockchain. Upon submission, the
client calculates the hash of the raw data, which serves as the unique identifier (ID) for the metadata
saved in the blockchain. The client extracts the dataset owner from the JWT token provided by the
user and if a related dataset hash is provided, it stores in the FromHash attribute. The client also
calculates the Version and the Timestamp.

In the Record Processed dataset page, users can provide details about the new dataset being
added, such as the hash of the processed dataset, the DatasetName, and information about the
algorithm used in processing the dataset. This information could be the code hashed or a link to
the repository where the code is stored. Similar to the previous case, these inputs are processed by
the client and sent to the blockchain. The client calculates the hash of the new dataset to serve as
metadata ID and passes the related dataset’s hash in the FromHash attribute. Notably, in this case,
the Algorithm attribute is initialized with the details provided by the user regarding the processing
algorithm used for the dataset.

Additionally, the client calculates the dataset hash if not provided manually. Once the client
extracts metadata and validates it to meet specific criteria, such as format and completeness, it
passes to the blockchain for storage using APIs. This operation triggers the execution of code in our
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smart contract that defines the logic for processing incoming transactions and recording metadata
on the blockchain ledger. Then, the client can save the dataset in the off-chain storage system if
provided.

5.3 Data Operations

Each operation (such as recording a raw or processed dataset) involves essential information
extraction and recording. This information, known as Operation Information, is passed to the
blockchain via APIs. In the smart contract, an OperationInformation struct has been defined and
used to create an asset stored in the blockchain using information provided by the client.

Listing 2: Operation Information structure
type OperationInformation struct {

ID string ‘json:"ID"‘

Operation_type string ‘json:" Operation_type"‘

Executed_by string ‘json:" Executed_by"‘

Timestamp string ‘json:" Timestamp"‘

}

• ID: The ID of the operation, is the hash of the Metadata ID key.

• Operation_type: Specifies the type of operation performed, such as recording a raw dataset
or processing a dataset.

• Executed_by: Indicates the entity or individual who executed the operation, initialized using
the ID extracted from the JSON Web Token (JWT) obtained during authentication.

• Timestamp: Records the time at which the operation was executed.

Operation Information documents and tracks the execution of various operations within the system.
Recording details, such as the operation type, executor, and timestamp, provides valuable insights
into the history and provenance of data management activities.

6. Objective Fulfillment

In this section, we examine how our system achieves its designated goals through the im-
plemented functionalities designed to boost operational effectiveness. Concentrating on critical
elements such as data validation, workflow reconstruction, and transparency, we ensure that our
system adheres to industry standards for security and interoperability. The following subsections
will elaborate on the mechanisms employed to fulfil these objectives.

6.1 Data validation

The validity of datasets is ensured by saving the hash of the dataset in the blockchain. This hash
serves as a cryptographic fingerprint of the dataset, guaranteeing its integrity and immutability. To
verify the validity of an off-chain dataset, users can calculate its hash and compare it with the hash
saved in the blockchain. Additionally, our system provides a search page that allows users to retrieve
metadata associated with a specific dataset hash. By inputting the hash into the search page, users

10
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Figure 4: Example of DAG

can query the blockchain network and retrieve the corresponding metadata if it exists. This process
facilitates easy validation and verification of datasets, enabling users to confirm the authenticity
and integrity of their data through blockchain-based verification mechanisms. It enhances trust and
reliability in the system, ensuring that scientific data remains secure and tamper-proof throughout
its lifecycle.

When users search for metadata using their hash from the client interface, the system retrieves
the metadata related to the dataset and the information related to its creation. This integration
enhances the transparency and traceability of data management processes, enabling users to recon-
struct the context proper of the datasets.

6.2 Workflow recostruction

The workflow reconstruction within our system is facilitated by specific attributes:FromHash
and Algorithm. Together, these attributes enable the construction of a Directed Acyclic Graph
(DAG) representing the data workflow. Each node in the graph corresponds to a dataset, identified
by its hash value. These nodes are interconnected by arrows that point from one node to another
with a hash value matching the FromHash attribute of the starting node. Additionally, the Algo-
rithm attribute provides insights into the processing steps employed to generate each dataset. By
leveraging this information, users can reconstruct the data workflow, trace the lineage of datasets,
and understand the processing methods applied at each stage. We report an example in Figure 4.

In this case, node n.1 is the first raw dataset uploaded. We organized the DAG to have the raw
dataset versioning in the first row from left to right. In this way, each dataset in the first row points
from right to left. The processed datasets are the nodes n.4-9. We also highlight the possibility of
performing processing on processed datasets.

6.3 Transparency and interoperability

About interoperability, since our system does not store sensitive data on the blockchain, the
information saved is accessible to anyone who can access the blockchain network. This transparency
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enables researchers to read metadata stored on the blockchain. Furthermore, researchers can
produce processed or new versions of existing datasets and store metadata on the blockchain,
pointing to the hash of the previously recorded dataset. This capability facilitates collaboration
and promotes the reproducibility of research findings within the scientific community. It is worth
mentioning here that access to specific operations, including reading information saved on the
blockchain, can be restricted based on user permissions coded in the JSON Web Token (JWT).
Such functionality may allow organizations to define and enforce fine-grained permissions tailored
to their specific requirements, enhancing data security and ensuring regulatory compliance in
scientific data management practices.

7. Conclusions

In the present contribution, a PoC leveraging blockchain technology to ensure data immutabil-
ity, operation traceability, and workflow reproducibility in scientific data management has been
presented and described.

Data validity is ensured in our system using cryptographic hashing techniques applied to the
dataset’s metadata, which includes a hash value stored on the blockchain services as a unique
identifier for the dataset and used to verify its integrity. By comparing the calculated hash of a
dataset with the hash stored on the blockchain, users can confirm the data and detect any tampering
or modification on it.

Operation traceability has been facilitated by recording operation information on the blockchain
after every data management operation, including details such as the type of operation performed,
the entity executing the operation, and the operation timestamp. By storing this information on the
blockchain, users can trace the history of operations performed on the data, ensuring transparency
and accountability throughout the data lifecycle.

Last but not least, workflow reproducibility is provided by recording metadata attributes to
enable the reconstruction of data lineage and workflow from one side and getting information about
the algorithms or processes used to generate or process the data from the other.

By saving this information on the blockchain, users can reproduce the data workflow with
precision, enhancing the reproducibility and reliability of scientific research outcomes.

As future development aimed at improving our system, we envision the deployment of a
Blockchain as a Service (BaaS) platform on the private INFN-Cloud [18] infrastructure, providing
users with customizable options for blockchain network configuration.

Thanks to this new feature, users will enhance their experience by having the flexibility to
specify features such as the number of peers, channel structure, smart contract deployment, and
consensus algorithm selection tailored to their specific use cases.
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