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In the dynamic landscape of digital security, safeguarding information assets stands as a paramount
concern for organizations. This paper presents a comprehensive initiative undertaken by INFN, a
prominent player in research, to bolster the security posture of its open-source components within
the DataCloud production middleware. Central to this initiative is the recognition of the pivotal
role security plays in the software development lifecycle (SDLC). The paper outlines INFN’s
strategic approach to align with industry standards such as OWASP SAMM and ISO/IEC 27002
frameworks. Through collaboration and proactive measures, INFN aims to establish virtuous
processes aimed at enhancing security governance, self-assessment, continuous monitoring, and
timely responses to emerging vulnerabilities. The ultimate goal is to cultivate a more secure and
resilient software ecosystem tailored to scientific data analysis.
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1. Introduction

In today’s digital landscape, safeguarding information assets has become critical for orga-
nizations of all sizes and industries. Information security is not just a technical concern but a
fundamental aspect of organizational resilience and reputation protection. The consequences of in-
adequate information security can range from financial losses and reputational damage to regulatory
non-compliance and legal repercussions.

This is particularly crucial in sectors such as research and academia, where the integrity and
confidentiality of data are pivotal for trust and credibility.

As a key actor in the research domain, INFN is deeply committed to safeguarding critical
information. This commitment is underscored by its extensive involvement in distributed com-
puting infrastructures and different research projects, including those concerning health and other
confidential data.

In fact, since 2017 INFN is running a highly secure, ISO/IEC 27001 certified computing
infrastructure dedicated to research communities dealing with personal and particular data which
need to be managed according to GDPR regulation. Such data include genomics and omics, medical
images (MRI, PET, TC) and Electronic Health Records (EHR) shared among research hospitals
and organizations to conduct multi-centered studies. As an example, it is worth mentioning some
of the main projects INFN is participating in:

• Spoke 8 “In Silico Medicine and Omics Data” in the context of the ICSC National Research
Centre for High Performance Computing, Big Data and Quantum Computing [2]

• HBD (Health Big Data) [3]

• DARE (DigitAl lifelong pREvention) [4]

• Elixir [5] Joint Research Unit In the context of these projects, INFN brings his expertise in
developing high-performance and high-throughput distributed computing platforms and has
the responsibility to develop a GDPR-compliant federated cloud platform enabling research
communities to access relevant applications in IaaS, PaaS and SaaS deployment models and
to share data in a secure and lawful way.

Recognizing the critical importance of protecting such information, INFN is willing to prior-
itize the implementation of strong security measures to ensure the integrity and confidentiality of
entrusted data.

We are currently addressing these challenges as part of our software development activities
in the framework of the DataCloud project. The DataCloud project is a strategic initiative aimed
at creating a comprehensive portfolio of IaaS and PaaS cloud services [1], [6]. These services
help to accelerate the deployment of innovative solutions by offering seamless access to distributed
computing and storage resources.

The main goals of the DataCloud project are twofold. First, it aims to empower researchers
by allowing them to use cutting-edge technologies and resources for their projects. Second, the
project aims to promote collaboration and knowledge exchange within the research community. By
providing a shared platform for infrastructure and tools, DataCloud promotes collaboration among
researchers, enabling them to share resources, expertise, and insights.
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The software developed within the DataCloud project stands out for its unique focus on meeting
the needs of research communities. It provides tailored solutions and cloud-native applications
designed specifically to support the unique requirements of research groups.

In the DataCloud project, we embrace a co-design approach, facilitating collaboration between
researchers and developers to customize solutions according to users’ needs. This collaborative
process ensures that the development is shaped by the domain expertise of the users, making their
requirements and concerns integral to the design of solutions. By actively involving users in the
development process, DataCloud ensures that the resulting solutions are finely tuned to address
the specific challenges and requirements encountered in research projects, enhancing usability,
efficiency, and user satisfaction.

2. Frameworks for security enhancement

In recent years, the rapid pace of software development has often prioritized swift feature
releases over security considerations. Recognizing this historical oversight, we are committed to
restoring security as a fundamental aspect of our development lifecycle.

Our current strategic security initiative is focused on evaluating and enhancing the security
posture of the open-source components required to build the DataCloud middleware.

Our approach entails a collaborative effort among development leaders, designated security
champions, and key stakeholders to establish robust governance frameworks and processes. This ini-
tiative encompasses tasks aimed at defining security standards, policies, assigning responsibilities,
implementing security training, and fostering awareness programs.

To guide our efforts, we have chosen to adopt the OWASP SAMM (Software Assurance
Maturity Model) framework [7] and adhere to the ISO 27K international standard [8]. We believe
that the synergy between these frameworks forms the cornerstone of a resilient and unified security
posture.

OWASP SAMM is a well-established framework tailored to fortify software security, providing
organizations with a structured approach to assess, enhance, and benchmark their security practices.
Organized into five security functions (See Figure 1), SAMM offers maturity levels that steer
organizations towards a more robust software security posture: it supports the complete software
lifecycle and is technology and process agnostic.

Conversely, ISO/IEC 27001 and 27002 focus on information security management, furnishing
a comprehensive array of controls and guidelines for effective security governance.

By leveraging both frameworks, we align our software security practices with SAMM’s prin-
ciples while implementing the information security controls outlined in ISO/IEC 27002.

In addition to these frameworks, we are exploring other valuable resources tailored for open-
source projects.

The OpenSSF (Open Source Security Foundation) [9] is a collaborative initiative under the
Linux Foundation’s umbrella, dedicated to enhancing the security of open-source software. Through
collaboration with industry stakeholders, it promotes the adoption of secure development practices
and mitigates security risks in open-source software.

The OpenSSF Scorecard [10] offers a comprehensive assessment tool to evaluate a project’s
security posture across various dimensions. Similarly, the OpenSSF Best Practices Program Badge
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Figure 1: Software Assurance Maturity Model (SAMM) Framework - version 2

[11] recognizes projects adhering to security best practices outlined by the Open Source Security
Foundation.

Additionally, the Cloud Native Computing Foundation (CNCF) Security Technical Advisory
Group (STAG) [12] plays a pivotal role in advancing security within cloud-native environments.
As an integral part of the CNCF ecosystem, the STAG is responsible for identifying security chal-
lenges and developing best practices, guidelines, and recommendations to address them effectively.
Comprising industry experts, security practitioners, and thought leaders, the STAG collaborates
closely with CNCF project maintainers, end-users, and the broader community to promote security
awareness, drive innovation, and ensure the integrity and resilience of cloud-native applications and
infrastructure.

These resources offer specialized focus on open-source projects and cloud-native security. By
leveraging the OpenSSF Best Practices Program Badge and Scorecard, projects can demonstrate
their commitment to security and enhance credibility within the open-source community.

3. Our strategy towards a robust security posture

We have developed a detailed work plan with the following objectives:

1. Establishing secure code development processes: our primary goal is to establish formal
processes that prioritize risk management in code development. This involves creating robust
procedures for secure coding practices.

2. Aligning existing software with secure development strategy: we aim to align our current soft-
ware projects with the newly established secure development strategy to ensure consistency
and adherence to security standards.
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To achieve these objectives, we have defined three work packages:

• WP1: Security Policy Development and Training.

In this package, we are focused on defining, reviewing, and effectively communicating our
security policies and standards. It is crucial that these policies align with the ISO/IEC 27002
framework, ensuring compliance with recognized industry standards. Additionally, we are
committed to develop a comprehensive security training program for our team members.

• WP2: Security Self-Assessment and Supply Chain Analysis

This package involves conducting a Security Self-Assessment to identify potential vulnera-
bilities, assess adherence to security policies, and promote continuous improvement in our
security posture. Each project team will engage in a reflective process, analyzing current
practices, documenting findings, and developing actionable plans to address weaknesses.
This technical introspection will focus on practical insights, risk prioritization, and the im-
plementation of effective corrective actions. Additionally, we are undertaking a supply chain
analysis, leveraging the Software Bill of Materials (SBOM) framework, to gain insights into
the composition of our software supply chain and identify any associated security risks with
third-party components.

• WP3: Ongoing Software Quality Enhancement and Vulnerability Response

The objective of this package is to establish and maintain ongoing processes aimed at enhanc-
ing software quality, updating dependencies promptly, and responding swiftly to emerging
vulnerabilities. Security is not a one-time task; hence, we emphasize continuous considera-
tion of security throughout our processes. This proactive approach aims to create a dynamic
and adaptive security posture, fostering resilience against evolving threats throughout the
software’s lifecycle.

Furthermore, our approach emphasizes the systematic collection of metrics and the provision
of insightful feedback to stakeholders. We will generate a regular (e.g., monthly) report
tailored for a suitable audience, incorporating key security metrics, vulnerability assessments,
and remediation efforts. This report serves as a valuable input for refining our security strategy,
guiding improvements in training programs and security verification activities.

Additionally, we believe in sharing the most prominent or interesting technical details about
security defects, along with the strategies employed to address them, with other teams. This
knowledge-sharing will occur through regular meetings or dedicated forums, fostering cross-
team collaboration and collective learning. By transparently sharing insights and experiences,
we will empower teams to collectively enhance their understanding of security best practices
and contribute to the overall resilience of our software ecosystem.

3.1 Evolving from DevOps to DevSecOps: strengthening security in development

By shifting security lift, organizations can proactively identify and mitigate potential vulner-
abilities, reducing the risk of security breaches and minimizing costs associated with addressing
issues later in the development process.
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Figure 2: Secure Software Development Life Cycle [13]

We aim to implement security guardrails at each stage of our software development cycle.
Security requirements are integral to our software development projects. It is important to

conduct thorough risk assessments to identify potential security threats and vulnerabilities within
the application, determine the types of sensitive information handled by the application, identify
relevant legal and regulatory requirements, and analyze each use case from a security perspective.

During the design stage, it is crucial to conduct threat modeling exercises to systematically
identify potential threats and vulnerabilities within the application. We define a comprehensive se-
curity testing strategy to validate the effectiveness of security controls and mechanisms implemented
during the design phase.

During the implementation stage, it is essential to enforce secure coding practices, conduct
regular code reviews, and implement security controls identified during the design phase to minimize
security risks.

Finally, it is vital to conduct security testing to validate the effectiveness of implemented
security measures and identify any remaining vulnerabilities before deployment.

We are shifting from a pure DevOps [14] approach to DevSecOps [15], which will allow us to
automate a wide range of security tasks throughout the SDLC.

DevSecOps embodies the ethos of continuous security testing, automated code analysis, and
infrastructure fortification. This proactive approach ensures that security concerns are proactively
addressed from the outset, enabling the swift and secure delivery of software without compromising
quality or reliability.

Within our DevSecOps automated pipeline (see Figure 3), we harness cutting-edge development
tools and methodologies to uphold these principles. Our journey begins with integrated develop-
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ment environments (IDEs) such as Visual Studio Code, enhanced with devcontainers [16]. These
configurations come pre-loaded with essential security and software quality assurance (SQA) tools
like linters and formatters, empowering developers to address security issues in real-time during
code creation.

Figure 3: CI/CD pipeline integrating security tools like SAST and DAST.

Our code repositories, hosted on platforms like GitHub or GitLab, are managed through
meticulously structured pipelines orchestrated by tools like Jenkins [17] or GitHub Actions [18].
These pipelines execute a battery of tests, encompassing static code analysis via SAST (Static
Application Security Testing) tools like SonarQube [19], and dynamic code analysis using DAST
(Dynamic Application Security Testing) tools such as Dastardly from Burp Suite [20].

Furthermore, the integration of Dependency-Track from OWASP [21], an intelligent Compo-
nent Analysis platform, serves to vigilantly monitor and manage dependencies, while Snyk [22] aids
in identifying and rectifying vulnerabilities within third-party dependencies. Dependency-Track
generates a Software Bill of Materials (SBOM) in CycloneDX format [23], seamlessly uploaded
via API from our CI/CD system. The resulting artifacts from the build process are securely stored
in a Nexus repository [24], hosted on premise, with container images safeguarded in registries like
Harbor [25] (private registry) or Docker Hub (public registry).

Prior to deployment into production environments, rigorous testing in pre-production environ-
ments ensures the software’s stability and security. This holistic DevSecOps approach empowers
us to deliver software with confidence, knowing it meets stringent security standards.

While tools are indispensable, they’re only part of the equation. Without a foundational
understanding of security principles, information gleaned from security tools may seem cryptic to
developers. Thus, cultivating a comprehensive awareness of information security is imperative.

Security must be ingrained as a collective responsibility, transcending individual roles. It’s
about fostering a culture where every team member comprehends their role in upholding secu-
rity standards, fostering collaboration, and promoting diligence in addressing potential security
vulnerabilities.

In this context, security champions play a pivotal role. They serve as advocates for secu-
rity awareness, fostering collaboration across cross-functional teams. Moreover, they ensure that
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DevOps practices don’t solely prioritize speed and efficiency, but also integrate robust security
measures at every stage of the development lifecycle. Through their guidance, we ensure that
security remains a paramount consideration in our software development endeavors.

4. Conclusions

This paper presents a comprehensive strategy for enhancing information security within the
context of the INFN DataCloud project.

By prioritizing security measures and adopting frameworks such as OWASP SAMM and
ISO/IEC 27001/27002, we aim to fortify our software development practices and safeguard critical
information assets.

The transition from DevOps to DevSecOps underscores the importance of integrating security
throughout the development lifecycle, with a focus on automation, collaboration, and continuous
improvement. Moreover, the involvement of security champions and the promotion of security
awareness among team members are crucial elements in fostering a culture of security within the
organization. By adhering to these principles, we seeks to contribute to the creation of a secure
software ecosystem that ensures the integrity, confidentiality, and resilience of research data and
infrastructure.
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