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Like in many other research areas, workflow management becomes increasingly important in the
community of Lattice QCD. Since for distinct observables high-precision results are mandatory
nowadays, the analysis of the corresponding data becomes more and more complex. In this context
we focus on the particular aspect of provenance tracking. We formulate a provenance model for
Lattice QCD that includes the ensemble-generation and measurement parts of the Lattice QCD
workflow following the W3C PROV standard. As many important provenance questions in our
community require extensions of this model, we propose a multi-layered provenance approach
that combines prospective and retrospective elements.
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1. Introduction and motivation

In today’s state-of-the-art Lattice QCD (LQCD) simulations large amounts of data (i.e., many
PetaBytes) are generated and analyzed. It is therefore useful to comply with certain rules when
handling such data. Within the so-called FAIR Guiding Principles for scientific data management
and stewardship such rules have been established [1] for a scientific context, where the abbrevia-
tion FAIR stands for Findable, Accessible, Interoperable, and Reusable (see Ref. [1] for a detailed
discussion of these concepts). These guidelines are in particular relevant for LQCD in the context
of handling data and metadata as well as workflow management. Note that the LQCD community
has already taken steps towards implementing FAIR principles long before the term FAIR was es-
tablished. The sharing of gauge-field configurations is organized within the International Lattice
Data Grid (ILDG), an initiative which started about twenty years ago [2]. The current status of the
project is presented in Ref. [3], and in Ref. [4] the ILDG metadata standard QCDml is described,
which includes tracking information for ensemble generation. Another project named EspressoDB
deals with systematic workflow and data management for LQCD [5]. In this contribution, we ad-
dress the issue of workflow provenance and propose a provenance model for parts of the LQCD
workflow [6].

The term provenance, in general, refers to information that describes the production process
of an end product. In order to demonstrate the importance of provenance in LQCD we present a
real-world example based on an incident that actually has happened. We have stored a set of con-
figurations at an external research institute, where silent data corruption occurred on some config-
urations. If we had performed measurements on the corrupted configurations before the corruption
was noticed, we would have obtained incorrect results. In this case, provenance information (e.g.,
checksums) is useful in two respects: On the one hand, provenance can identify the (downstream)
measurement results affected by the corrupted configurations. On the other hand, provenance can
trace the incorrect measurement results back (upstream) to the corrupted configurations.

Going beyond this example, there are a number of important questions that provenance can
help answer in an automated way, such as

Q1 Which datasets are affected by an error or bug?

Q2 How are datasets affected by modifying a parameter?

Q3 Who was involved in generating the data?

Q4 Which codes and experts are needed to repeat a workflow?

Q5 Which data/parameters are needed to (re-) produce a result?

These and other questions address different aspects of provenance, as we will discuss below. This
contribution is organized as follows. In Section 2 the W3C PROV standard is briefly described. In
the following section this standard is used to construct a provenance model for LQCD workflows,
and in Section 4 we propose an extension to theW3C PROV standard motivated by the requirements
of LQCD. Note that this contribution is a summary of Ref. [6], where more details of our work are
presented.
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Agent: Name

Entity: Data

wasAttributedTo

Activity: Code

wasAssociatedWithwasDerivedFrom

used wasGeneratedBy

Figure 1: Basic concepts and relations of the W3C PROV standard (based on [7], figure from [6]).

2. W3C PROV concepts

Ourwork is describedwithin theW3CPROV standard [8, 9]. The basic features of this standard
can be represented as a graph, which is shown in Fig. 1. There are three types of nodes in the
graph: entities that can be derived from other entities, activities that generate or use entities, and
agents that perform/control activities or produce entities. Examples are given for each case. The
relations between the nodes are described by edges as shown in the figure. For example, an entity
wasGeneratedBy an activity, or an activity wasAssociatedWith an agent. Note the conventions for
the direction of the arrows.

In the next section we will describe LQCD workflows, where we distinguish two forms of
workflow provenance: retrospective provenance describes information about past workflow execu-
tions and data derivations, while prospective provenance captures the structure of the workflow and
provides a recipe for future workflow executions.

3. Lattice QCD workflows with and without provenance

The tasks that appear in generic LQCD calculations can be roughly divided into three classes:
generation (of gauge-field ensembles), measurement (i.e., computation of correlation functions),
and analysis (i.e., computation of observables). Here, we consider the first two parts, which aremore
compute-intensive and more generic than the analysis part. In Fig. 2a a generic LQCD workflow
is visualized for the generation and measurement part, where the same shapes and color codes as
in Fig. 1 are used to distinguish activities and entities. The simulation parameters consist of both
physical parameters and algorithmic parameters, where often a subset of these parameters appears
again in the set of measurement parameters. The activity labeled ‘‘data management’’ contains a
number of steps. This includes data verification, backups and/or archiving the data, and processing
the metadata. Note that the measurement part also includes data management, which is not shown
to avoid cluttering the figure.

In the introduction we have addressed provenance-related questions such as Q1 to Q5. In order
to answer these questions we now need to add provenance information to our model. Note that we
require different provenance elements to address the different questions. While questions Q1 and
Q2 are more data-related, questions Q3 to Q5 are more workflow-related. In Fig. 2b we present our
W3C PROV model that we have developed for the specific LQCD workflow used by our research
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(a) Generic workflow without provenance.

MEASUREMENT

                                    GENERATION

people: Alice

code: openQCD

wasAssociatedWith
input: simulation

parameters

wasAttributedTo

people: Bob

code: metadata extraction and verification

wasAssociatedWith

input: measurement
parameters

wasAttributedTo

people: Charly

code: XML file generator

wasAssociatedWith

code: Chroma

wasAssociatedWith

data: configurations

 wasGeneratedBy

metadata:
configurations

 wasGeneratedBy

data: configurations
(verified)

 wasGeneratedBy

metadata: XML files

 wasGeneratedBy

data: HDF5 files
(including metadata)

 wasGeneratedBy

 used

 used

 used

 used

 used

 used

(b) Specific workflow formulated as a W3C PROV model.

Figure 2: Representation of the first two parts (generation and measurement) of a Lattice QCD workflow
(both figures from [6]).

group. There are four activities (blue code boxes) that read the input parameters, manage the data,
and generate the final HDF5 files. The seven entities (yellow boxes) represent input parameters,
data, and metadata. In our case there are three agents (orange boxes) who execute the activities and
are responsible for the input parameters. Note that we have dropped backup and archiving in the
generation part in order to keep the figure simple. Also, we have split the measurement activity of
Fig. 2a into two activities to better reflect the actual workflow.

Again, the directed edges describe the relationships between the agents, activities, and entities.
However, we note that one edge type is missing. Since the flow of data entities is unique, F-edges
(wasDerivedFrom) are simulated by a chain of D-edges (used) and 6-edges (wasGeneratedBy).

We now investigate how our provenancemodel addresses the questionsQ1 toQ5. QuestionsQ1
and Q3 require retrospective provenance, questions Q4 and Q5 are prospective provenance queries,
and questionQ2 combines both types of provenance. QuestionQ3 can be answered directly from the
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Workflow

PROV-template

Instances 1..n
Template-

Instantiation

Figure 3: Proposed hybrid provenance model: The conceptual workflow (left) naturally maps to a W3C
PROV template model (middle). Every workflow execution creates PROV-compatible retrospective prove-
nance graphs (right), i.e., instances 1, . . . , = of the provenance template in the middle (figure from [6]).

provenance graph using the name of the person. Similarly, questions Q4 and Q5 can be answered by
inspecting the provenance graph and identifying the corresponding activities, entities, and agents.
Question Q1 is more complex. If we realize that the output data are incorrect, the data derivation
chains must be traced from the results back to the sources (upstream propagation). If we find an error
in an activity or entity, such as the silent data corruption mentioned earlier, the erroneous activity or
entity needs to be fixed, and subsequent entities need to be recomputed or corrected (downstream
propagation). In both cases we need to trace the dependencies along the derivation chains in the
provenance graph. Finally, question Q2 requires prospective provenance if we are only interested
in the dependency structure at the conceptual level, while we need retrospective provenance if we
are interested in the effect of a parameter change on a dataset in a previous workflow run.

4. Towards layered provenance

In Fig. 2awe have presented the generic workflow, which can be viewed as template. Neglecting
further provenance information, the graph in Fig. 2b can be regarded as an instance of the graph
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in Fig. 2a in which the generic elements are specialized to the activities and entities relevant to our
research group. In the same fashion the provenance graph of Fig. 2b can be viewed as a provenance
template graph. For each workflow execution an own provenance instance graph is generated, in
which schema-level elements (e.g., data:HDF5 files) are replaced by references to concrete instance
objects (e.g., X251r000n1000_run3.hd5).

These observations lead to the following proposal. TheW3CPROVmodel needs to be extended
to include both a template-level provenance graph and the corresponding instance-level provenance
graphs including concrete values of all input parameters, names, timestamps, version numbers, etc.
Furthermore, we propose a workflow layer from which the provenance template graph is derived.
This proposal is visualized in the graph in Fig. 3. Any model based on this proposal should then
meet the following requirements:

1. The community-level workflow structure should be linkable to provenance template graphs
(research group level).

2. The instance-level provenance graphs of the hundreds or thousands of runs (with varying
parameter settings, etc.) should be automatically linked to a provenance template.

3. A domain-aware provenance model should allow users to distinguish different types of data,
e.g., using namespaces.

Based on this proposal, the next step is to develop a concrete implementation, where one can
think of several possibilities. For the moment, we restrict ourselves to outline of what a possible
LQCD prototype could look like. From existing LQCD workflows there is already a large amount
of provenance information captured in log files. This information could be collected by a Python-
based provenance harvesting tool and then deposited in a provenance store, i.e., a suitable database.
In many cases provenance information can also be obtained from file or folder names. The remain-
ing provenance information required by our model but not yet available through harvesting would
have to be generated by, e.g., a light-weight provenance recorder, code instrumentation, or writing
additional information to log files.

5. Summary and outlook

We are proposing a provenance model for the generation and measurement parts of the LQCD
workflow based on theW3C PROV standard. From a generic LQCDworkflow (see Fig. 2a) we have
derived a PROV template (Fig. 2b), where we propose a layered model consisting of a workflow
layer, a provenance template layer, and an instance layer (Fig. 3). This model allows us to answer
many provenance-related questions such as Q1 to Q5.

This is a first step to bring together the LQCD and provenance communities to define compre-
hensive standards for data management, including provenance metadata, and to co-develop W3C
PROV extensions suitable for LQCD. We plan to refine our initial model proposal in the future and
intend to implement a prototype that will allow us to evaluate its efficacy and practicality. Fur-
thermore, we plan to apply our provenance model to the third part (analysis) of the overall LQCD
workflow, which is less generic and more collaboration-specific.
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